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Ground Rules on Computer Evidence 

First I shall do no harm.

 
Hypocratic oath  

When processing a crime scene, care must be taken to ensure that potential computer evidence is 

secured so that its integrity is guaranteed.   

 

Comer s axiom1  preparation is key to incident response.   

Digital evidence is inherently unstable and difficult to protect and preserve. There are a number of factors 

that impact upon the evidential processing of computer data, many of which arise due to the intangible 

nature of electronically stored information.  

 

Data is easily changed. It is very easy to modify computer data, intentionally or otherwise, and 

computer evidence is often contested on this basis. There is an onus to prove beyond question 

the integrity of evidential data, not just at the point of seizure, but at all times during its 

subsequent custody. Conversely, in the absence of reliable log files or audit trails, it may prove a 

formidable challenge to prove that a fraudster has amended a field in a database or accounting 

system. Computer fraud may flourish undetected in an environment where data may be changed 

and where this alteration goes unrecorded.   

 

Data may be disguised or concealed. There are many techniques by which data may be hidden 

from discovery. As examples, data may be hidden in areas of a disk that are inaccessible by the 

operating system, or the illegal content of a file may be camouflaged to reflect an innocent 

appearing file using a process called steganography. 

                                                

 

1 First articulated by fraud and security expert Mike Comer in 1998. 



  
Data may be encrypted. The fact that data has been encrypted should be evident, but breaking 

the encryption without the password, pass-phrase or key may prove an intractable problem, 

depending on the strength of the encryption algorithm and the complexity and length of the 

password.  

 

Data can be destroyed. Positive erasure software may be used to over-write files, directories, 

data partitions or entire disks. This destruction is irrevocable. When planning to seize computer 

evidence it is vitally important to deny the suspect or any associate the opportunity to destroy the 

evidence.  

 

It is difficult to prove the authorship of data. Proving beyond doubt that a particular person wrote a 

computer document, or created a digital photograph, or amended a field in a database can prove 

difficult. For example, I am writing this book using Microsoft Word software. To the inexperienced 

eye, an inspection of the MS Word properties field of this chapter might suggest otherwise:  

  

The table tells use who the registered user of the software is but does not reveal the actual author of the 

document, which leads us to another observation

   

Data is easily misinterpreted. Careful thought and consideration is required when attempting to 

determine what data means, how, why, where and when it was created, whether it is the result of 

an automated process or human intervention, whether it is accurate, truthful or incorrect or false. 

Before any hypothesis is promulgated, theories need to be tested, preferably in an emulated 

environment and proved. Interpreting the ways in which differing categories of computer data are 

created, amended, transmitted, stored and processed often requires extensive experimentation 

and is a process that is subject to error, as many expert witnesses have found to their cost.  

 

Data may be unintelligible. We may overlook significant computer evidence because we neither 

understand it nor appreciate its function, or its relevance.   



 
It is difficult to prove the ownership of data, and for this reason hackers, paedophiles and other 

miscreants continue to assert that the incriminating evidence found on their computers is not 

actually their property or responsibility.   

 
Data may be copied, without trace. Microcomputer operating systems do not by default maintain 

logs or records of files or directories that have been copied from their host computers. This 

transparency explains in part the spiralling escalation of Intellectual Property theft and data 

misappropriation. Forensic investigation of a computer may determine that data has been copied, 

but this cannot be guaranteed.   

 

The time and date when data was created, amended, saved, transmitted or printed may be 

falsified, or just wrong. Clocks on computer systems may be adjusted at will and the dates and 

times indicated in computer files, audit trails and logs must always be treated with caution. 

International time zones must be accounted for, as must seasonal time adjustments.   

 

Data may degrade or be corrupted. This is particularly true of data stored on magnetic media, 

which, obviously, may be corrupted by exposure to magnetic fields or electro-magnetic pulses. 

Environmental factors such as heat, dust, exposure to sunlight, damp and humidity can also 

cause damage, as can the mechanical wear and tear that occurs from successive read and write 

operations. User error can also cause data loss or corruption. The stability and reliability of 

different data storage media should be considered when determining the most suitable method to 

preserve computer evidence.   

 

Data may be unreliable. The information in databases, documents and other computer files may 

simply be incorrect, or out of date.  

 

Data may be difficult to access or read. Obsolete or discontinued hardware or outmoded 

computer programs may be necessary to read the data in the storage format presented, and this 

equipment and software may not be readily available. Alternatively, data may be protected by 

access control systems or software protection measures.  

 

Data may be stored in a format that makes it difficult to understand or interpret.  

 

Data may be stored in significant volumes. Laptops and desktop computers are currently shipped 

with hard disk capacities exceeding 80 gigabytes, and data archiving exercises frequently run into 

terabytes of data. These huge volumes of information impact upon the time it takes to process 

computer evidence and to analyse it.  

 

Data may fall beyond the jurisdiction of a local court or judiciary. It may be stored overseas, 

interstate (in the US) or offshore. This is a particular problem where virtual drives are 



encountered on a computer that has been seized 

 
the machine lies within the ruling of the court 

but the virtual drive accesses information stored overseas and outside of its jurisdiction.  

 
For all or any of these reasons, data may be difficult to process.   

It should be clear by now that electronic data requires very careful evidential management.    

Right of Seizure or Inspection  

The bedrock of any successful computer forensic investigation is that it should comply with the 

jurisdictional law in which a prosecution or legal action is anticipated. If the law is broken during the 

course of the investigation the evidence may be contested and found inadmissible.   

A clear threat to evidential admissibility may arise should the investigator trespass, physically or logically, 

into premises or systems under investigation. Trespass is an ever-present risk to the computer 

investigator. The following judgment in November 2001 caused consternation to law enforcement and 

child protection professionals:  

A man accused of being a member of the world's biggest known Internet paedophile ring 

walked free from court on a technicality. Andrew Aspinall, 42, was alleged to have had more 

than 7,500 pornographic pictures of children on his computer and disks in his home and 

office. He was arrested in September 1998 during a police operation to break up the 

notorious Wonderland Club.  But a Scottish sheriff ruled a police search of his home in 

Livingston, West Lothian, illegal because the police took a civilian worker along to unplug and 

remove the equipment. Sheriff Peter Gillam ruled the presence of John Cherry, a civilian 

forensic expert with the police team, breached the European Convention on Human Rights 

because he had not been named in the search warrant. He refused to allow the computer or 

the disks to be entered as evidence, ruling that Mr Aspinall was denied the opportunity to 

refuse entry to Mr Cherry into his home. Mr Aspinall's counsel, Alan Mackay QC, told the 

court: "The whole search was rendered illegal by the active participation of Mr Cherry."  With 

the computer evidence ruled inadmissible, the case was abandoned. Mr Aspinall had denied 

charges of possessing child porn with intent to supply. 

In most corporate investigations, the systems to be investigated are clearly the property of the company 

and there is no doubt about the right of access, either by the company or its agents. Difficulties arise 

when employees, or others, use their own computers or hardware in the conduct of their day-to-day 

business and a right of audit or inspection is not expressly stated in their employment contracts. 

Computer misuse legislation and data protection laws in many countries forbid unauthorised access to 

computer systems - where such access is sought, a court order must be obtained.   



Privacy law is a minefield, and expert legal assistance or opinion should be sought when conducting or 

contemplating a computer forensic investigation.   

Evidence may also be ruled inadmissible on the grounds of its initial discovery:     

A US federal judge ruled that prosecutors could not submit at trial child pornography 

found on the work computer of Ronald Kline, a former superior court judge. District Court 

Judge Consuelo B. Marshall ruled that the child pornography found on Mr Kline s work 

computer was inadmissible because the warrant obtained by police to search it had been 

based on intelligence obtained during illegal searches of the judge s home and work 

computers by a computer hacker. Bradley Willman, allegedly accessed Mr Kline's 

computers and monitored his online activity. He then forwarded his findings to an Internet 

watchdog group, which alerted the police. Police used this information to obtain the 

search warrant. Defence attorneys argued that the evidence found on the office computer 

was "the fruit of a poisonous tree" because it was obtained illegally.  

Here, the initial discovery of the evidence was judged illegal and unconstitutional. The evidence was 

inadmissible due to the hacker s actions.  In October 2004 a US federal appeals court overturned this 

ruling, re-admitting the evidence Mr Willman gathered because he acted alone, without police direction. 

"No law enforcement agency involved in the case knew or could possibly have known that Mr Willman 

was illegally searching computers, let alone acquiesced in the practice," the appeals court concluded.   

The fruit of a poisonous tree argument is common in law; evidence that might appear unassailable is 

tarnished because it has been obtained illegally or inappropriately.   

The First Responder  

The first responder to an electronic scene of crime, particularly in a business environment, is likely to be 

someone from the organization s IT department. Very few information technology training or vocational 

courses teach the rules of computer evidence. In such circumstances, a little knowledge is a dangerous 

thing. Ignorance of the most basic rules has led to the serious mismanagement of many computer crime 

scenes, resulting in the failure to secure exhibits or the loss, destruction or contamination of key 

evidence.   

In probability, the first responder at a computer scene of crime is unlikely to be a computer forensic 

expert, and may have little or no computer knowledge.   This need not, and should not, be a problem, but 

often is because this person promptly summons the office computer hobbyist or has a friend who knows 

a bit about computers .   



A faulty laptop computer was sent for repair. Upon its return from the manufacturer, a 

support technician discovered that the machine had been used to view a large number of 

pornographic websites. This clearly contravened the company s disciplinary code.    

Oblivious to established forensic procedure, this technician proceeded to inspect the entire 

contents of the laptop s Internet cache. He viewed several thousand photographs, video 

clips and web accesses using the laptop s native operating system and installed browser.    

The pornography on the laptop was reported to management and the technician was 

subsequently instructed to print the offending material as evidence of the assigned user s 

misconduct.  Accordingly, a colour printer was attached to the laptop and suitable printer 

drivers installed. The printed pictures amounted to several thousand pages, which were 

submitted as evidence of gross misconduct. The laptop s user was suspended.   

In due course, a solicitor representing the suspended employee submitted a report. 

Prepared by a computer forensic expert, it stated that as a result of a flawed examination 

more than 1,000 files had been created after the laptop had been impounded and that a 

further 9,000 native files, including all of the material in contention, had been accessed by 

the technician. The report stated that the contamination of the material submitted in 

evidence meant that any conclusions proffered about the laptop, its use, or its owner were 

baseless.      

   

In this case, the principal assertion of the defence expert witness was that the computer evidence was 

tarnished because files had been altered and created subsequent to the commencement of the 

investigation. Computer forensic practitioners can cite dozens of similar cases where evidential integrity is 

compromised by well meaning but unqualified examination.   

Preserving and processing an electronic scene of crime is a job for professionals requiring the same strict 

adherence to rules and procedures as any other forensic discipline. Pictorially, it is helpful to think of a 

computer crime scene as being taped off, demarcated for entry only by authorised and qualified 

personnel.  



  

If unqualified, do not cross!  

Should a non-expert be tasked with securing a crime scene where computers are located, two simple 

rules should be followed:  

 

If the computer is switched on, it should not be switched off.  

 

If the computer is switched off, it should not be switched on.   

 

Or, more succinctly 

 

DO NOT TOUCH! ANYTHING!  

Prevent anyone from gaining unauthorised access to the machine, and summon expert assistance. 

These simple rules apply equally to other electronic data processing devices including mobile 

telephones2.  

Preserving the evidence and processing it in accordance with the rules of admissibility are our primary 

concerns.  

A fundamental principle applies whenever processing evidential data, in whatever format it is stored:  

 

Avoid inspecting the original data as this may cause alterations 
                                                

 

2 Be aware, however, that the transportation of a cellular telephone subsequent to its seizure is liable to 
change the record of the base stations in proximity to the device. This information may be valuable in 
tracing the whereabouts of the telephone and its user.  



Imagine that you are asked to examine an Excel spreadsheet. It is suspected that the formulae used to 

calculate cells within this spreadsheet have been adjusted fraudulently to increase the volume of sales 

artificially, and, thereby, inflate commission owed to the sales force. To undertake your analysis, are you 

going to open the spreadsheet, examine the formulae in the relevant cells and start experimenting by 

adjusting the sales volumes or commissions payable? The simple act of opening the spreadsheet will 

change the date of last access, and any more detailed inspection or experimentation is almost 

guaranteed to result in data within the cells being altered irrevocably. If this original evidential 

spreadsheet has been changed, its integrity cannot be relied upon, a fact that will not be lost on any 

halfway astute defence lawyer. In a court of law, this spreadsheet will in all probability be ruled 

inadmissible. How much safer it is, therefore, to work on a copy of the spreadsheet, or better still, to make 

a master copy from which subsequent working copies may be generated. If this methodology is adopted, 

you may experiment to your heart s content, safe in the knowledge that the original exhibit remains 

exactly as it was found.   

The law in the United Kingdom, the United States and most jurisdictions worldwide stipulates that copied 

documents, in both paper and electronic formats, are admissible. The expression document 

encompasses any and all computer data.   

To reiterate, examination of evidential data should not be conducted directly. In most instances, this 

means that the original data storage device is not examined; instead a copy of the data stored on the 

device is exported.   

The objective is to freeze the evidential data by taking backups or copies without altering the source data 

in any way. It is essential that we do not contaminate the original evidence by introducing any accidental 

changes as these may seriously undermine the probity and admissibility of any evidence subsequently 

derived. This rule applies to all evidential data, however stored.  

There is also a sound practical reason for not examining original evidential data. Any thorough 

examination is likely to be destructive, in that residual data in unallocated clusters on a disk may be 

overwritten, particularly if software or other files are copied to an evidential disk.   

Potentially destructive and legally inadmissible actions include  

 

Deletion of evidential files 

 

Accidental writes to the evidential disk 

 

Installation of diagnostic software on the evidential disk 

 

Changes to dates and time stamps 

 

Relocation of evidential files or directories 

 

Creation of files or directories 

 

Recovering deleted files directly on the evidential disk 



 
Executing native software or applications, batch files or macros on the evidential disk  

All of the destructive actions listed here are also likely to render your evidence legally inadmissible. Even 

a single bit change introduced into the original data area may render evidence inadmissible.  

Under NO circumstances should you ever boot into an original evidential disk.  

The temptation to switch any suspect computer on should be resisted. The simple act of booting into a 

computer causes radical changes to the constitution of the operating system and several hundred files 

may be altered as a result. This can cause the loss of important evidence, particularly in those areas of 

the disk where data is temporarily cached from memory.   

As an example, evidence in the swap file - a temporary cache used by Windows which records significant 

volumes of data from RAM, may be lost irrevocably if the computer is booted directly.    

Conversely, when a computer is processed in accordance with proper evidential methods, evidence may 

be recovered that otherwise might be destroyed:  

You can t have that . The interviewee s face was ashen and he was clearly shaken. Why 

not? asked the interviewer, referring to the printed memo that he had just placed on the 

table. The interviewee shook his head in disbelief, or, perhaps, denial. You can t have it 

you can t How can you possibly have this?  He held is head in his hands as he stared 

uncomprehending at the damning evidence that had been placed before him. After several 

minutes of quiet contemplation he broke the silence. OK, I admit it. I did write this but I 

never saved it, never printed it, never copied it, never filed it, never e-mailed it... in fact, I 

never did anything with it at all. I wrote it on screen, realised immediately that it was 

incriminating and immediately switched the computer off 

 

I didn t even close Windows. I 

literally pulled the plug. So how or where did you find it?   

In this instance, unbeknown to the suspect, the memo on screen had been cached automatically in the 

computer s swap file, which has proved an abundant source of evidence and intelligence on many 

occasions.  The key point, however, is that the memo was only found because the computer s resident 

operating system didn t boot when its hard disk was copied. Had it done so, the memo, in all likelihood, 

would have been overwritten by other information and lost forever.  

To reiterate, a computer cannot be powered up and booted without the evidence on its disk changing. It is 

necessary, therefore, to copy the contents of the computer s evidential hard disk whilst preventing the 

native operating system installed on this disk from executing and this is achieved by processing the 

evidential hard disk in a controlled environment.  



Record Keeping  

It is incumbent upon the investigator to keep a record of all evidential exhibits gathered during an 

investigation. In terms of computer evidence, it is necessary to keep detailed notes about each and every 

exhibit. For example in the case of a personal computer it would be necessary to record the 

manufacturer, the model, the serial number and inventory number of the chassis, the make, model and 

serial number of any internal hard disk, as well as any other relevant observations, such as whether a 

modem was installed or a CD writer, and if so the same level of detail should be recorded.   

This information will assist the investigator in his analysis and understanding of the data that he copies 

from the computer s hard disk, it is essential for writing statements (see Continuity of Evidence), and the 

notation of the system clock is necessary to account for any discrepancy with the real date and time, as 

this will necessarily impact upon the chronology of the files and directories located on the computer.    

When recording these details, do NOT photocopy the information printed onto hard disks or other 

magnetic media, as this may introduce a potentially damaging electro-static charge. However, computer 

equipment may be photographed, as a record of its installation, connectivity and general condition.  

If reliable documentation, contemporaneous notes or statements are not produced at trial or in tribunal 

this may seriously undermine the credibility of the investigator and the probity of any evidence he 

produces. Under certain circumstances, inadequate documentation can lead to the dismissal of the 

evidence.   

In criminal and civil law in the United Kingdom and some other jurisdictions there is also an expectation of 

full and frank disclosure by the expert witness or investigator.  

In the UK, for example, the Criminal Procedure & Investigations Act (1996) states that any written 

statement or report, made at whatever stage in an examination, must be disclosed. A statement or report, 

made in partial possession of the facts is equally to be disclosed as a statement made in full possession 

of the facts. The Act provides a statutory framework for the disclosure of unused material.  

The computer forensic examiner should also bear it in mind that anything he produces in the course of his 

examination, be it notes, printouts, electronic copies, is subject to disclosure and there is, therefore, an 

additional onus on the investigator to retain, recall and reveal all material gathered during an investigation 

(the 3 R s)  

      



Processing Checklist  

DGI REF:  461 Date: 21/10/04   Job Start: 16:25   Job End:  17:40  

 
Assigned user:    John Smith, Acme Industries 
Machine Location:  Accounts area, Block B, Swindon main office 
Address:   123 Bridge End Road, Swindon  

Chassis details: Serial No.  / Manufacturer / Model / Inventory  (267) / Exhibit No.  RWB/1 / Seal No.  B187901  

Toshiba Tecra T9100 laptop, MDL PT910E- 00DYG- EN, S/N X2074509G   

HDD Details: Serial No. / Manufacturer / Model / Inventory (n/a) / Exhibit No. RWB/2 / Seal No. B187902  

IBM TravelStar, MDL IC25N020ATCS04- 0, Part No. 07N9317, S/N D2GJW3NB   

Peripherals / Dependency Kit / Exhibit No. RWB/1 / Seal No.  B187901    

(mouse, power pack and cables in laptop bag)  

Associated storage media / devices / Exhibit No. RWB/3 / Seal No.  B187903    

2 CDs and a diskette in bag  copied separately  

General layout of desk / Photographs (if covert):  1 photo each of laptop and hard disk   

Status of power switches (if covert):   No mains connection    

Chassis Intrusion detection None 

 

Remove disk, power up, and straight into BIOS menu. Record the following:  

BIOS Date, and Time 10/3/2004    01:38  
Real Date and Time 21/10/2004   16:41 GMT 
Boot Sequence A:\ , C:\ 

 

(Note attached cables, drives and devices). Photograph internal configuration.  

Observations:  Screw missing laptop base- plate, lower left quadrant (see photo)  

System boot diskette removed (covert) Computer seized  not covert 
Target area and system restored Not covert 

  

Where and when copied DGI , 18/ 19 Jockey s Fields, London WC1R 4BW 
21/10/2004  

Forensic image method Safeback v.2.18 to hard disk (DGI asset 26)  
Audit trail 461RWB1.AUD (printed and attached) 
Image file 461RWB1.001  461RWB.008 
Archive Awaiting archive to Ultrium LTO tape, safe room, DGI 

  

Completed by   R Bultitude    Checked by  A Stowell   

Example of a processing checklist.  



Technical Processing  

The computer used to copy the evidential hard disk is configured to boot from a DOS system diskette. 

The DOS system diskette is the magic object 

 
by booting into a trusted operating system we are 

effectively in control and can copy the contents of the evidential hard disk safe in the knowledge that the 

operating system or software stored on it cannot execute.  In addition to preserving the evidence on the 

disk, a controlled processing environment has the added advantage of preventing any nasty surprises in 

the form of logic bombs or automatic encryption routines from triggering.  

The software, configuration files and drivers to execute the controlled download are installed on the 

system diskette and executed from it3.   

The choice of backup method used will be dictated by such considerations as speed, flexibility and 

simplicity while the choice of media will be determined by capacity, reliability, integrity and longevity. A 

key consideration is whether the chosen backup media may degrade or become unstable over time, thus 

jeopardising any evidence that is gathered. This will apply particularly if an extended delay before legal 

proceedings is contemplated or is likely.  

Data may be backed up to re-writeable media such as tape or disk or, preferably, to a non-re-writeable 

drive, which has the inherent advantage of permanently write-protecting the data recorded to it, thereby 

preventing any potential alterations to the backup.  

At this point it is worthwhile to distinguish between a conventional computer backup and a forensic image 

copy. A conventional computer backup faithfully duplicates the contents of files and folders as they are 

stored in the directory tree structure of the system. However, a standard backup will not copy many areas 

on the evidential disk, which are only made accessible using forensic image copying techniques, 

including:  

 

Unallocated data storage clusters 

 

File slack space  

 

Disk slack space 

 

Deleted files  

The disadvantage of a standard backup is self evident - large tracts of data are not copied by the process:  

                                                

 

3 A forensic image of a hard disk may also be obtained using a forensically unstable operating system 
such as Microsoft Windows, provided that a write-protection device is used to prevent the host operating 
system from altering the data contained on the evidential disk. This is accepted practice by Guidance 
Software (www.guidancesoftware.com), the manufacturer of Encase, using its FastBlock write-protection 
device. A disk image may also be made using the ImageMASSter Drive Lock from Intelligent Computer 
Solutions (www.ics-iq.com) or with a hardware disk duplication device such as the ImageMASSter Solo 
also from Intelligent Computer Solutions. 

http://www.guidancesoftware.com
http://www.ics-iq.com


A senior manager had been suspended on suspicion of fraud following the discovery of a 

number of false invoices. As instructed by management the local IT team had copied the 

contents of the man s laptop computer, but following inspection had found nothing 

untoward. A second opinion was sought and the image copy was sent for forensic analysis. 

It was immediately evident that the copying process was flawed. The documentation with 

the image stated that the laptop s hard disk was 20 Gigabytes in capacity and yet only a 

single CD-ROM of just 750 Megabytes had been submitted for examination. It transpired 

that the laptop had been processed using Symantec Ghost but that only the extant files 

and folders on the computer had been transferred to the CD, because the IT team 

overlooked the imaging option within the software (called verbose mode ). The forensic 

examiner subsequently copied the contents of the original laptop hard disk using SafeBack 

forensic imaging software. The image was inspected and false invoices to the value of 

US$200,000 were extracted from unallocated clusters and file slack space.  

By contrast, a forensic image uses bit-stream copying to create an exact reproduction of the data located 

on the evidential disk. Typically, a forensic image will comprise the data stored on a computer s internal 

hard disk. The backup method used will be non-invasive, i.e. it will not alter the constitution of the original 

data in any way.   

Why is the use of forensic disk imaging so important?   

By way of simple illustration the following grid represents 100 clusters on a disk. Files are stored on disk 

in file allocation units, or clusters. A file may occupy a number of clusters. Files need not, necessarily, be 

stored in contiguous clusters but may be allocated in a series of unrelated clusters. For example, in our 

grid, a file might occupy clusters 1, 2, 6, 33, 46 and 97.     

Files are allocated storage clusters by the computer s operating system, which in turn keeps a record of 

where each file is stored. This record is called a File Allocation Table (FAT) or a Master File Table (MFT), 

and it is analogous to an index in a book. If the information recorded in the File Allocation Table is 

destroyed, the data remains on the disk, but the operating system has no method to locate it, because it 

cannot refer to its index. Because the FAT or MFT is such a crucial reference, there are normally two 

copies of it, the data between these copies is mirrored and continuously updated as files are saved to 

disk.  
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When a file is deleted, the operating system marks the file as deleted and also reassigns the cluster(s) in 

which the file resided as unallocated and therefore available to store a new file. Significantly, the 

operating system does not destroy the data in the deleted file and this information resides in the 

unallocated cluster(s) until a new file subsequently overwrites it.   

In our example grid, the clusters shown in grey are unallocated. They may never have contained data, or 

they may contain deleted data from a discarded file or files. This deleted data may contain very significant 

evidence. If, however, we copy the data on the computer disk using a conventional backup program, we 

are going to lose this potential evidence, because the program will only copy active files and folders and 

will ignore unallocated clusters. The following grid depicts the net result of copying these 100 clusters 

using conventional backup software, with the clusters that are not copied shown in black.   
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As can be seen, the conventional backup software has failed to copy clusters 7, 8, 9, 13, 14, 26, 27, 48, 

58, 62, 64, 65, 69, 70, 82, 83, 84, 85, 86, 87 and 89. As a result of these gaps a mass of potential 

evidence is missed.   

When a file ends, residual data or data unrelated to that file may also be found at the end of the last 

cluster allocated to the file. This area, between the end of the file (EOF) and the cluster s end is called 

slack space. Slack space can contain deleted residual data, or it may contain data that has been 

recorded from Random Access Memory. There are three points about slack space that are noteworthy:  

 

It is a good source of evidence 

 

particularly, where the operating system employs large file 

allocation units. Cluster sizes of 32 Kilobytes may be found on some of the older Windows 

operating systems, although later releases have reduced cluster sizes to optimise disk storage.  

 

Slack space represents a potential threat to network and applications security because it can, 

under certain circumstances, contain plaintext passwords recorded to the hard disk from RAM.  

 

Slack space is not destroyed when a disk is de-fragmented. Instead active clusters, including 

those with slack space, are moved in their entirety when defrag is executed.  Suspects often 

de-fragment their disks in the hope that the constant reading and writing of clusters to different 

locations on the disk will overwrite incriminating evidence. In fact, defrag will only destroy 

residual data in unallocated (unused) clusters. The evidence in slack space, however, is simply 

moved around to different locations and awaits discovery.  



Forensic imaging software copies every byte within every cluster within the data partition, and also copies 

data that may reside on the physical disk that is not contained within an active data partition. We are thus 

able to access all areas of the suspect s hard disk, including residual data that is deleted as well as 

physical areas of the disk beyond the active data partitions that may contain information from a previously 

installed partition.   

By reference to a simple graphic, the active data partitions in this instance are drives C: and D:, but we 

can also see the vestigial remains of two previous partitions that have not been overwritten by the new 

partitions.   

C: 

 

Previous partition 

D: Previous partition Unused 
disk 

  

Hiding information outside active data partitions and in areas not addressed by the operating system is a 

well-known hacker trick. Forensic image copying foils any such attempts at concealment by copying the 

entirety of the physical disk.   

Evidential integrity  

It is necessary to establish and demonstrate the evidential integrity of the forensic image. How can we be 

sure that an imaged hard drive is an exact copy of the original evidential disk? Even a seemingly 

insignificant discrepancy between the original disk and the image copy of it may undermine the probity or 

credibility of any exhibited ensuing evidence.   

If required to do so, the computer forensic investigator must be able to demonstrate to a court of law that 

the image copy upon which his exhibited evidence is based is identical to the original evidential disk.   

As stated, the forensic imaging methodology is non-invasive and it is an inviolable rule that any software 

developed for this purpose should not alter or change the data on the original evidential disk in any way.   

There are a number of proven forensic software packages available on the market, including Armor 

Corporation s SafeBack and Guidance Software s EnCase. These products incorporate safeguards based 

on mathematical principles, which verify the integrity of each image produced. In the case of SafeBack, 

the software undertakes a Cyclic Redundancy Check and produces a CRC value; any change, however 

minor, introduced into the image causes the CRC check to fail and the operator is notified at once that 

corruption has occurred and that the image is invalid.        



EnCase adopts a slightly different strategy. During the imaging process, a "hash value" of the bit stream 

copy of the evidential hard drive is calculated using an algorithm called MD5 (Message Digest 5). This 

algorithm computes a unique value (an acquisition hash) and this is stored in the image file.   

Upon completion of the imaging process, a verification hash is calculated from the image and compared 

to the acquisition hash.  If the two hash values are the same the image is forensically viable.  

Following the acquisition of a viable image, EnCase issues the following message:   

File Integrity:  

Completely Verified, 0 Errors.   

It displays the hash values for the data on the evidential hard drive (the acquisition hash) and on the 

image (the verification hash).  

Acquisition Hash:  

21DE8CB8D90532C840924E772D76C769   

Verification Hash:  

21DE8CB8D90532C840924E772D76C769   

It has been calculated that the odds of the acquisition hash and the verification hash matching but being 

generated from different evidential data sets is 1 in 2

 

(approximately 1 in 

340,000,000,000,000,000,000,000,000,000,000,000,000).  

Clocks  

A common error when evidence from computer systems is processed is for the investigator to fail to make 

a note of the real date and time and compare this with the evidential computer s clock. Any discrepancies 

in dates and times should be accounted for, and a determination of the probable chronology of files and 

directories calculated.   

As an intrinsic function, forensic imaging software should produce an audit trail of its operation. The real 

date and time should be noted by the investigator within the comments section of this audit trail 

immediately prior to the execution of the copying process.   

The forensic imaging software will automatically record the settings of the computer clock, and any 

discrepancy between the real date and time and the clock may be ascertained by reference to the audit 

trail.  



 
SafeBack 2.18 13Feb01 execution started on Oct 13, 2003 14:39. 
             
            202016-01 
            Edward W Wilding 
            Data Genetics Limited 
             
          14:39:10  Menu selections: 
            Function:               Backup  
            Remote connection:      Local  
            Direct access:          No  
            Use XBIOS:              Auto  
            Adjust partitions:      Auto  
            Backfill on restore:    Yes  
            Compress sector data:   Yes  
             
14:39:23  Backup file D:\SMITH.001 created. 
          Backup file comment record: 
          ---------------------------------------------------------------------- 
            MR JOHN SMITH 
            HP BRIO 
            SN NL12822096 SYS NUM P5819T ABU 
            SEAGATE 20 GB HDD 
            MODEL ST320413A PN 9R4003-736 
            BIOS 13/10/03 14:37 
            REAL 13/10/03 12.59 
            FDD/CD/HDD/LAN 
             
          ---------------------------------------------------------------------- 
14:41:00  Backing up drive 0:  
          to D:\SMITH.001 on Oct 13, 2003 14:41 
14:41:00  Local SafeBack is running on DOS 7.10 
          Source drive 0: 
            Capacity........19459 MB 
            Cylinders.......2480 
            Heads...........255 
            Sectors/Head....63 
            Sector size.....512 
14:41:00  Partition table for drive 0: 
           
              Act Cyl  Hd Sct Rel Sector    MB     Type 
              --- ---  -- --- ----------    --     ---- 
               Y    0   1   1         63  19454  Win95 FAT32 XBIOS 
             
14:54:55  Backup file D:\SMITH.002 created. 
15:33:42  Backup file CRC: e594b47e. 
15:33:42  Backup of drive 0: completed on Oct 13, 2003 15:33. 
           
          SafeBack execution ended on Oct 13, 2003 15:33. 

  

Audit trail produced by SafeBack disk imaging software. The date and time are taken from the target 

computer s clock (in this instance the hard disk was copied directly rather than using a trusted processor). 

The file comment record is entered by the investigator and includes the computer make, model, serial 

number, its hard disk, model and part number. It also shows the computer s clock settings (BIOS) and the 

real date and time. In this example, the computer clock is 1 hour 38 minutes fast. A cyclic redundancy 

check has been calculated with the value e594b47e 

 

should the data on the image become corrupted, 

the calculation will change, and the operator is notified that the image is invalid. The audit trail shows that 

19454 Megabytes of data was copied in 54 minutes.  



Most forensic software audit trails will record the computer clock readings and most files are assigned 

date and time stamps automatically.  The common mistake, however, is for the investigator to fail to make 

a note of the real date and time when he inspects the system and its content.   

Regarding the chronology of events, it is essential, therefore, that the investigator records:   

 

The computer clock date and time   

 

The real date and time  

 

The international time zone where the computer is located   

 

Whether daylight saving time (DST) is set    

  

Pre-dating and post-dating of electronic documents is common in fraud, as is the retrospective 

amendment of documents to provide alibis. This forgery can only be proved if the investigator can 

compare the computer clock and calendar reading with the actual date and time:  

The company was in receivership and the administrators suspected that its former directors 

were channelling assets and funds that should have been declared and repaid to the 

company s creditors.   A mysterious new company had suddenly emerged through which 

these funds and assets were siphoned.  The former MD has sworn an affidavit stating that 



this new company had been incorporated in 1993 and had been trading for three years. He 

exhibited a letter of incorporation to support his claim. Suspecting a phoenix fraud, the 

administrators instructed investigators to report the origin and circumstances of this new 

company.  

The former MD s computer disk was imaged. The imaging software recorded the date and 

time of the PC s clock to an audit trail. The clock was accurate. The image of the disk was 

examined and the disputed letter of incorporation was found. It was a Microsoft Word 

document dated February 1993. However, the document statistics table within the 

software showed that the document had been created, modified and printed in December 

1996. This indicated forgery, a serious criminal offence.  

Witness statements from former employees suggested that the new company was indeed a 

Phoenix and had not existed until late 1996. These statements, combined with the 

computer expert s report were submitted in proceedings and resulted in a speedy 

settlement.      

John Smith Esq. 
Derwent Enterprises 
Minories 
London 
EC4 

 

1st August 2001    Ref. FR/as 14. 

  

Dear Mr Smith, 

 

This letter is to advise you that the certificate of incorporation for Derwent-Excel Savior AG 
has been issued and will be forwarded under separate cover. 

 

I look forward to meeting you again in September. 

 

Yours sincerely, 

  

Frederick Reeves 
Attorney at Law 

   

Letter dated 1st August 2001. Taken at face value, nothing suspicious.    



File Name Short Name Last Accessed

 
Last Written File Created 

Derwent Excel Savior AG.doc

 
DERWEN~1.DOC

 
21/07/2004

 
21/07/2004 17:33

 
21/07/2004 17:26

  
The properties fields for the same letter show a creation date of 21st July 2004. The 
letter appears to have been backdated. Never take printed documents at face value. 
The computer clock settings are key in determining the chronology of computer files.   

Cherry Picking  

The courts are generally averse to cherry picking 

 

a subjective and prejudicial process whereby 

information is selected from a computer system on the basis that that it is incriminating, but where other 

data on the same system is not disclosed.  

Image copying techniques, whereby the entirety of the data on a disk is copied and disclosed, clearly 

mitigate the risk of an accusation of cherry picking. Image copying, however, while suitable for many 

microcomputer systems, may prove problematic in cases where evidence is encountered on 

minicomputers and mainframes. If evidence is located in extant files and directories, a backup of any 

such system, which should be occurring in any event as part of a sound disaster recovery plan, may 

suffice for evidential reasons. An individual backup tape may be removed from the cycle, processed and 

exhibited.    

Many systems employ data mirroring and it may be technically possible to obtain a snapshot of the 

mirrored system at a given time. If the evidence is extracted using specialist disk editing tools, it may be 

advisable to generate a disk image of the system even if this causes disruption to the business.   

The courts tend to favour those who have shown alacrity and best endeavour. The courts are also 

realistic where business continuity and operations are concerned and will assess whether proportionate 

and appropriate actions have been taken.     

What You See Is What You Get?  

Many computer software packages proclaim that what you see is what you get (WYSIWYG). The concept 

is that information shown on screen reflects exactly the data as it is recorded on disk, in storage, or as 

printout. In forensic investigations, however, we should never assume that WYSIWYG applies. Often this 

is not the case.  

As can be seen, printed documents and documents observed on screen (e.g. through the Windows 

operating system interface) do not necessarily reflect all relating information within the soft copy. This is a 

very important fact that is not widely appreciated by the legal profession or the courts.  



By way of illustration, continuing with the example correspondence between the fictitious Messrs Smith 

and Reeves, the following screen shot shows a letter written using Microsoft Word as it is displayed 

through the Windows interface:   

   

Document displayed in Windows.  

However, when the same document is viewed using a hexadecimal editor, a different version of the letter 

appears, revealing a paragraph that has been suppressed by Word on screen but which has been 

retained within the soft copy document:   



00000600h: 0D 0D 4A 6F 68 6E 20 53 6D 69 74 68 20 45 73 71 ; ..John Smith Esq 
00000610h: 2E 0D 44 65 72 77 65 6E 74 20 45 6E 74 65 72 70 ; ..Derwent Enterp 
00000620h: 72 69 73 65 73 0D 4D 69 6E 6F 72 69 65 73 0D 4C ; rises.Minories.L 
00000630h: 6F 6E 64 6F 6E 0D 45 43 34 0D 0D 0D 52 65 66 2E ; ondon.EC4...Ref. 
00000640h: 20 46 52 2F 61 73 20 31 30 2E 0D 0D 0D 44 65 61 ;  FR/as 10....Dea 
00000650h: 72 20 4D 72 20 53 6D 69 74 68 2C 0D 0D 41 74 74 ; r Mr Smith,..Att 
00000660h: 61 63 68 65 64 20 61 72 65 20 74 77 6F 20 64 6F ; ached are two do 
00000670h: 63 75 6D 65 6E 74 73 20 66 6F 72 20 79 6F 75 72 ; cuments for your 
00000680h: 20 70 65 72 75 73 61 6C 20 61 6E 64 20 73 69 67 ;  perusal and sig 
00000690h: 6E 61 74 75 72 65 2E 20 49 20 74 72 75 73 74 20 ; nature. I trust 
000006a0h: 74 68 65 73 65 20 63 6F 6E 66 6F 72 6D 20 74 6F ; these conform to 
000006b0h: 20 74 68 65 20 61 67 72 65 65 64 20 73 63 68 65 ;  the agreed sche 
000006c0h: 64 75 6C 65 20 61 73 20 70 65 72 20 6F 75 72 20 ; dule as per our 
000006d0h: 6D 65 65 74 69 6E 67 20 69 6E 20 47 65 6E 65 76 ; meeting in Genev 
000006e0h: 61 2E 0D 0D 41 20 74 68 69 72 64 20 64 6F 63 75 ; a...A third docu 
000006f0h: 6D 65 6E 74 20 77 69 6C 6C 20 62 65 20 66 6F 72 ; ment will be for 
00000700h: 77 61 72 64 65 64 20 75 6E 64 65 72 20 73 65 70 ; warded under sep 
00000710h: 61 72 61 74 65 20 63 6F 76 65 72 2E 20 54 68 69 ; arate cover. Thi 
00000720h: 73 20 73 68 6F 75 6C 64 20 62 65 20 64 65 73 74 ; s should be dest 
00000730h: 72 6F 79 65 64 20 69 6D 6D 65 64 69 61 74 65 6C ; royed immediatel 
00000740h: 79 20 66 6F 6C 6C 6F 77 69 6E 67 20 74 68 65 20 ; y following the 
00000750h: 74 72 61 6E 73 61 63 74 69 6F 6E 20 73 63 68 65 ; transaction sche 
00000760h: 64 75 6C 65 64 20 66 6F 72 20 74 68 65 20 32 32 ; duled for the 22 
00000770h: 6E 64 20 6F 66 20 74 68 65 20 6D 6F 6E 74 68 2E ; nd of the month. 
00000780h: 0D 0D 59 6F 75 72 73 20 73 69 6E 63 65 72 65 6C ; ..Yours sincerel 
00000790h: 79 2C 0D 0D 0D 0D 46 72 65 64 65 72 69 63 6B 20 ; y,....Frederick 
000007a0h: 52 65 65 76 65 73 0D 41 74 74 6F 72 6E 65 79 20 ; Reeves.Attorney 
000007b0h: 61 74 20 4C 61 77 0D 0D 00 00 00 00 00 00 00 00 ; at Law.......... 

  

Document viewed using a disk editor. A paragraph appears (highlighted) which is 
suppressed on screen.   

This phenomenon occurs when the fast save option is invoked within MS Word. It was observed 

recently when a codicil to a Last Will and Testament was found to contain a key and very incriminating 

paragraph that could not be seen through the Windows interface and that did not appear in the printed 

version of the same document.    

Continuity of Evidence  

Ensuring the continuity of evidence, also known as the chain of evidence, is a fundamental ordinance, 

which must be observed. It is necessary to account for an evidential exhibit at all times, including its initial 

seizure, its subsequent custody, in transit and when transferred between different people. All actions 

pertaining to the exhibit should be recorded in statements and exhibit receipts should support any transit 

or transfer.   

Defence counsel will seek to exploit breaks in the chain of evidence. If a forensic exhibit is not accounted 

for at all times subsequent to its seizure there is an innate opportunity for counsel to infer that it has been 

tampered with or has become contaminated, and as such is not to be relied upon. As we have seen, 

computer evidence, particularly electronic data, is susceptible to tampering or inadvertent alteration and 

extra precautions must therefore be taken to ensure each exhibit s evidential integrity. 



The legal profession is fully conversant with the concept and practice of evidential continuity and it is not 

surprising, therefore, that barristers will focus on the chain of evidence in preference to exploring complex 

technical issues with which they are unfamiliar.   

Examples of breaks in the chain of evidence, inconsistencies in continuity, and contamination of evidence 

include:  

 

An accountant who dutifully placed an evidential backup tape in a signed and sealed evidence 

bag. Unfortunately, the date written on the exhibited tape surpassed the date witnessed on the 

sealed evidence bag.  

 

A lost diskette, never retrieved, upon which had been found spreadsheets listing several hundred 

thousand pounds worth of misappropriated properties.  

 

A police computer forensic examiner who purged all of the data on an original evidential hard disk 

and re-issued it for use on an unrelated case.  

 

An investigator who stored his file notes and reports on an evidential diskette intended as a key 

exhibit in a fraud investigation.  

 

An insolvency practitioner who used a prime suspect s computer to administer the dissolved 

company from which the suspect had fled.   

 

An evidential tape left on a radiator overnight, which melted into an interesting but otherwise 

useless objet d art.  

At court or tribunal, a custody record for each exhibit is required. The custody record provides an audit 

trail of all actions taken that impact upon the exhibit, or the evidence produced from it. The custody record 

should be supported by a statement from each and every person involved in the processing of the exhibit, 

stating the precise details both of the exhibit and the actions taken. The initial statement will be made by 

the person who produced the exhibit initially, and this will detail the circumstances of its discovery or 

production.  

There is rarely ever too much detail recorded in a continuity statement, but there is frequently too little 

information, or essential details are missed. The details should be written down or typed.   

It is necessary to repudiate any accusation that computer evidence has been tampered with. A basic 

method, but one which is of immense practical value, is for exhibits to be sealed in tamper-proof evidence 

bags. Each evidence bag is uniquely numbered and access to the exhibit is only possible by physically 



cutting the bag open, or in the case of larger exhibits, breaking the tamper-proof seal used to secure the 

bag.   

Provided that a record is made each and every time an exhibit is sealed in a bag or removed from it, there 

can be no sustained accusation that an unauthorised party could have tampered with the evidence. It is 

important to retain all of the bags that have been sealed and subsequently opened because they, 

combined, comprise proof of the chain of custody. It is also necessary to seal the evidence in a fresh bag 

whenever an exhibit is to be left unattended, and to note the unique bag reference number.    

WITNESS STATEMENT 
(CJA 1967 S9, MCA 1980 S102, MCR 1981 R70) 

  

Statement of    Noel Bonczoszek 

 

Age if under 21   Over 21 

 

This statement (consisting of 1 page(s) each signed by me) is true to the best of my knowledge and belief and I make 
it knowing that, if it is tendered in evidence, I shall be liable to prosecution if I have wilfully stated in it anything 
which I know to be false or do not believe to be true. 

 

Dated the 26th day of October 2004 

 

Signature .. Signature witnessed by . ... .

   

I am Operations Manager for Data Genetics International Limited (DGI), 18/19 Jockey s Fields, London, WC1R 
4BW, a company specializing in the evidential processing and investigation of computers and digital media. 

 

On Tuesday, 26th October 2004, at 10.05 a.m., at DGI s office, Mr Richard Bultitude, a DGI technical consultant, 
handed me a Toshiba Tecra 9100 Laptop, Exhibit RWB/1, in evidence bag number B187901.  

 

I removed the computer, serial number X20745096, from that evidence bag for the purposes of identification. I then 
resealed the computer including the previous evidence bag B187901, in evidence bag B224444, at 10.15 a.m. and 
returned it to Mr Bultitude at 10.20 a.m. 

 

I confirm that the computer exhibit RWB/1 was in my possession at all times between 10.05am and when it was 
returned to Mr Bultitude at 10.20 a.m.  

  

Dated the 26th day of October 2004 

  

Signature .. Signature witnessed by . ... .

    



  

Evidence should always be archived in secure storage, ideally in a safe or strong room.   

In a commercial context or business setting, it is unlikely that law enforcement standard evidence bags 

will be readily available. In such circumstances a simple envelope may suffice to secure evidence.   

To secure a computer hard disk evidentially:  

1. Discharge static electricity using an anti-static strap 
2. Switch the computer off 
3. Photograph the computer 
4. Note its manufacturer, model and serial numbers and any other identifying data  
5. Remove the cover or any panel 
6. Photograph the internal configuration of the computer 
7. Remove the hard disk from the processor 
8. Photograph the hard disk (but do NOT photocopy the information printed on the disk). 
9. Note the hard disk s manufacturer, model, serial number and any other identifying data 
10. Note the setting of the jumper switch on the hard disk 
11. Place the hard disk in an anti-static bag 
12. Place the anti-static bag and its contents in an A4 envelope 
13. Seal the envelope 
14. Sign and date each aperture of the envelope (there will normally be three apertures including the 

seal) 
15. A witness signs and dates each aperture of the envelope 
16. The apertures are sealed with transparent Sellotape 
17. A photocopy is made of the information at 3 and 8. This is attached to the sealed envelope 
18. The envelope is placed in a safe.   




